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Appendix 5-3 – Core Web Services for Water Data

In the future, water data will be exchanged among a network of partners, with each partner providing or having access to a core set of web services built upon standardized XML schemas. Common web services will allow users to access the data of any of the partners in exactly the same manner. The standardization also will facilitate information “brokers,” acting much like web-based travel agents, to offer users enhanced search and retrieval services.
5.3.1 XML Schemas, Data Standards, and Metadata

Web services are built upon Extensible Markup Language (XML) schemas that precisely define a data structure. Each web service has a schema that defines the incoming request and one or more schemas that define the outgoing data. Regardless of the internal organization of its database, each core web service would provide data in the agreed-upon schema.

Schemas are built from content provided in data standards combined with formats and definitions of relationships among the data elements.  Data standards are an agreed-upon specified format for representing metadata.  Metadata is, literally, data about data.  If an individual measurement or observation is data, then metadata would refer to the methodology used to obtain the measurement or observation.  Data standards (sometimes referred to as “metadata”, as in Chapter 5), are usually created by consortia of data content experts.  Examples of these consortia include the Methods and Data Comparability Board of the Advisory Committee on Water Information (ACWI), Environmental Data Standards Council (EDSC), Federal Geospatial Data Committee, the International Organization for Standardization (ISO), and the Dublin Core Metadata Initiative.  Data standards provide for the common vocabulary of web services, while schemas provide the syntax.  

Schemas are published and made available to humans or computers via the HTTP protocol. Each XML file used or produced by a web service references the published schema that defines its content.  Schemas may reference other schemas, and larger schemas typically are built from component schemas. Having a set of components that may be referenced avoids having to repeat definitions for each schema. Therefore, developing core web services for water quality will require building a library of those components pertaining to water quality.

5.3.2 Web Service Classes
Nearly all water-data requests fall into one of four types:

· find project plan information, e.g., purpose for sampling or proposed monitoring location;

· find information about a monitoring location;

· get the data collected at a location; or

· authenticate or pay for services.

The four classes of core web services roughly correspond to the areas of project planning, metadata, data, and accounting.  Project planning is information about context, scope (area and locations represented by monitoring, duration of activities, etc.), and objectives for projects.  Metadata is critical to discovering monitoring locations and what types of data they collect. Data transfer, however, also may include metadata elements to describe how samples were handled and the methods used to obtain results. Accounting information is necessary where access to information is controlled.  

5-3.2.1 Find Project Plan Information

The General Accounting Office report (GAO, 2004) noted a lack of coordination in planning water-quality sampling.  This Project category of web service would allow partners to announce their intentions to sample.  It would draw heavily upon elements of the “Find Information about a Monitoring Location” web service, in that it would cover descriptions of proposed activities and the programs planning to conduct the sampling.  This category of web services would allow data consumers to discover why ongoing and completed projects were conducted, help determine how the resulting data could be used, and enhance collaboration on monitoring projects.

5-3.2.2 Find Information about a Monitoring Location

This type of request is for discovering the existence of monitoring locations, learning their physical characteristics, and determining what types of data are available. These requests often involve characteristics that change rarely, if at all, such as geospatial location, identity, environmental characteristics of the location, organizational responsibility or location ownership, basin characteristics, stream network linkages, or aquifer.  Since it can be inefficient or difficult to search large databases for very specific data values, predefined summaries of sampling activities can be a useful tool for preliminary screening of data. This information could include general classes of analyses conducted at a location, along with record counts and period-of-record. Data consumers can use this type of request to limit the scope of more detailed queries.

5-3.2.3 Get Data Collected at a Location

This type of request returns information about what was observed at a monitoring location. Queries may limit the retrieval to a particular constituent, a time period, type of sample, or even the value recorded for an observation. The complexity of a query is limited by the power of the database.  Information returned in response to this type of request may vary in detail.  It may take a very streamlined form, such as a simple time series of values. Or, it also may include many elements of metadata to describe the details of each observation.

5-3.2.4 Authenticate or Pay for Services

There are various levels of security needed for data and information systems.  It is necessary to protect proprietary observational data and information, such as data related to regulatory or enforcement issues with legal liability or data regarded as sensitive with respect to Homeland Security.  It is necessary to protect IT infrastructure as related to computer hacking, illegal access to data, and IT terrorism.  

The large Federal databases, STORET and NWISWeb, are secure, yet open for public retrievals in accordance with Office of Management and Budget Circular A-130. Many other databases follow similar open-access policies. Some databases, however, contain proprietary information, or must recover costs through user fees or sharing arrangements. 

Therefore, the network must include services for authenticating access and/or paying for services.  Authentication also can be a mechanism to ensure the “user,” whether that is human or machine, has the authority to invoke a particular web service.




Figure B-1 - Proposed EPA Office of Water Water Quality Exchange System










